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Conference Etiquette
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Video Attendees:

- Please mute your microphones until you are ready to ask a question.

On Site Attendees:

- Please mute your cell phones and computer sounds.



Introduction to OpenDNS

By

Doretta Prior



What is OpenDNS?

• DNS (Domain Name System) resolution service

• Offering Advanced Features

– Misspelling correction

– Phishing protection

– Content filtering



Bess vs OpenDNS
BESS

1. Blocks by custom category 

on port 80 and by IP on port  

443 

2. Partial Domain block/allow

• Has time based filtering

• All or nothing “bypass”

• Email bypass alert

OpenDNS

1. Blocks by Top Level Domain 

all ports (http, https, ftp, 

telnet, etc.)

2. Lacks partial block/allow 

• No time based filtering

• Configurable “bypass opt”

• Bypass log under stats tab

• (requires enabling stats)



Logging in and initial setup

• Logging in

– http://filter.networkmaine.net

– Username = email address

– Account is setup with a standard default password

• Change password

• Set time zone

http://filter.networkmaine.net/










Managing the Organization

• User Accounts

– District Tech creates user accounts

• Account / Filter Admin Delegation

• User Overrides

• Assigning Network Segments

• Delegate Administration













Filter Settings

Content Filter

















Filter Settings

Security Options





Filter Settings

Bypass Setup











Bypassing

from the User’s Prospective











Troubleshooting Help

• Enabling Stats & Logs

• Pretty Pictures (graphs)

• Logs













Making the transition
• Set up your filter ahead of the change

• Call Networkmaine during 8-5 business hrs

• Be prepared to change DNS on:

– Firewalls and in-house DHCP servers

– Hardcoded staff and student PC’s

• We perform magic on our end to swap you over

• You reboot or flush DNS on your network devices

• Test it



OpenDNS Support
• Web Support  through  OpenDNS Admin pages

• Web Support  at www.msln.net

– Help pages

– Link to the recording of this session

• Live Support from Networkmaine

– (888) FOR-MSLN  

– support@msln.net

http://www.msln.net/

